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Jurisdictional concurrence in cross-border

cybercrime -- Empirical Investigation Based on

Dark Web Trading Platforms

ARTICLE INFO Abstract

Keywords Dark web trading platforms, relying on Tor network anonymous communication technology
Cross-border and cryptocurrency payment systems, have become the core field of global cross-border
cybercrime cybercrime. This type of crime, due to the fact that multiple jurisdictional connection points
Jurisdiction Dark such as the place where the criminal act was committed, the place where the result occurred,
web trading the location of the server, and the country of nationality of the criminal suspect are scattered
platform across different jurisdictions, has triggered serious jurisdictional competition issues, leading

Citation: Liu, X. J. (2026). EEEMEILENEIEAEENEE—E TN ZFERISDIE®ERR [Jurisdictional concurrence in cross-border

cybercrime -- Empirical Investigation Based on Dark Web Trading Platforms]. FZ.5#f L4827, 1(1), 25-33.

3154-746X/© The Authors. Published by J&L Academic Group PLT. This is an open access article under the CC BY 4.0 license.
https://doi.org/10.64744/1aw.2026.195.



Jurisdictional to multiple law enforcement dilemmas such as obstructed investigation and evidence
concurrence; collection, difficulties in extradition, and poor recovery of assets. This article takes typical
Criminal judicial cases of dark web trading platforms such as Silk Road, AlphaBay, and Wall Street Market as
assistance "United empirical samples to systematically analyze the manifestations and deep roots of jurisdictional

Nations competition and cooperation. Reveal the limitations of the current criminal judicial assistance
Convention mechanism (especially the mutual judicial assistance treaty). Research findings reveal that the
Against essence of jurisdictional competition and cooperation lies in the fundamental conflict between
Cybercrime" the borderlessness of cyberspace and the territorial boundaries of national sovereignty. The

United Nations Convention against Cybercrime was adopted in December 2024, providing the
first legally binding multilateral framework for global cybercrime governance and marking a
significant turning point in the governance landscape. Based on this, this paper proposes a
principle of jurisdiction coordination dominated by the location where the criminal result
occurs, explores a dual consent mechanism of "data storage location + data acquisition
location”, and builds a multilateral rapid response collaboration mechanism and other
institutional improvement plans. It also advocates empowering cross-border evidence
exchange with blockchain evidence storage and smart contract technology, providing
theoretical references for improving the governance system of cross-border cyber crimes.
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