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ABSTRACT

Data center cooling systems generate continuous multivariate time series from rack
temperature, chilled-water flow, supply-air temperature, fan speed, valve position,

anomaly diagnosis; Power usage, humidity, and workload distribution. These variables have strong
counterfactual modeling; causal relationships, and a small abnormal change in one cooling component may
multivariate time series; trigger delayed effects across racks, air-handling units, and power systems. This
thermal monitoring; root- Study develops a counterfactual dependency modeling method for cooling system
cause analysis; dependency anomaly diagnosis in data centers. The proposed method learns causal dependencies
modeling among thermal, electrical, and workload-related variables through time-lagged

structural modeling. A counterfactual prediction layer estimates how each variable
Published should behave if suspected abnormal drivers were removed. Fine-grained anomaly

ublishe

attribution is then performed by ranking variables according to their counterfactual
contribution to system-level deviations. Experiments are conducted on a data center
operations dataset containing 14 server rooms, 620 racks, 74 cooling units, and 68
monitoring variables collected every 30 seconds over 210 days. The dataset
contains 411 million time-stamped records and 1,960 labeled abnormal episodes,
including chilled-water valve failure, fan-speed oscillation, rack hotspot formation,
abnormal humidity rise, cooling-loop imbalance, and sensor calibration drift. The
proposed method reduces median diagnosis delay from 24.8 minutes to 7.3 minutes
compared with a temporal graph autoencoder. The number of unnecessary cooling-
unit inspection tickets decreases from 1,420 to 530 during the evaluation period.
Causal path analysis identifies 1,310 primary driver variables before downstream
temperature deviations become dominant. The median inference latency is 36 ms
per monitoring window, supporting online thermal risk diagnosis. These findings
indicate that counterfactual dependency modeling can provide interpretable and
fine-grained anomaly diagnosis for data center cooling infrastructure.
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1. Introduction

Data center cooling systems play a critical role in maintaining server reliability, preventing
thermal failures, and improving the overall energy efficiency of computing infrastructure. Modern
cooling systems continuously generate multivariate time-series data from rack inlet and outlet
temperatures, supply-air and return-air temperatures, chilled-water flow, fan speed, valve position,
cooling power consumption, humidity, and workload distribution. These variables are closely
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coupled through heat transfer, airflow circulation, cooling-water delivery, control feedback, and
workload migration. A minor deviation in one component may therefore propagate through several
subsystems and cause delayed responses in racks, computer-room air-handling units, chilled-water
loops, and power systems. Conventional monitoring methods based on fixed thresholds, statistical
process control, or univariate deviation analysis can identify obvious abnormal conditions, but they
often fail to distinguish the initiating fault from subsequent system responses (Zhang et al., 2026;
Mkpa & Ahmed, 2026). Their effectiveness is further reduced when operating conditions change
with workload intensity, outdoor temperature, cooling strategies, or equipment aging.

Deep learning and graph-based time-series models have recently improved anomaly detection
by learning nonlinear temporal patterns and dependencies among distributed sensors (Qi & Qiao,
2026; Ahmed et al., 2025). In particular, causal-inference-based multivariate anomaly detection has
demonstrated that explicitly modeling directed relationships among variables can support more
fine-grained anomaly identification than methods relying only on reconstruction errors or statistical
correlations (Chen, Xiao, et al., 2025). Graph neural networks represent monitoring variables as
interconnected nodes and learn spatial or functional dependencies, while recurrent networks and
Transformer-based architectures capture long-range temporal patterns (Su & Zhang, n.d.; Sappa,
2024). These methods are more suitable than conventional models for describing the strongly
coupled behavior of thermal, hydraulic, electrical, and workload variables. However, most existing
approaches still derive variable importance from attention weights, prediction residuals,
reconstruction errors, or learned graph connections. Such measurements mainly reflect statistical
association and cannot reliably determine whether an abnormal variable is the source of a fault or
a downstream consequence of another abnormal component (Ma, 2026; Gao et al., 2026). Root-
cause diagnosis in data center cooling systems is particularly challenging because anomaly
propagation is usually time-lagged, operating-condition-dependent, and affected by control-loop
responses. For example, an abnormal chilled-water valve position may initially alter coil heat-
exchange efficiency, followed by changes in supply-air temperature, rack inlet temperature, fan
speed, and cooling power. A correlation-based model may assign high anomaly scores to rack
temperatures because their deviations are more visible, even though the initiating fault originates
from the valve or water-flow subsystem (Ghalamsiah, 2026; Li & Liu, 2026). Similarly, workload
migration may increase local heat generation and trigger coordinated adjustments in airflow and
cooling power, making it difficult to determine whether the observed thermal anomaly is caused by
cooling degradation or changing computational demand (Xu et al., 2026; Gyang et al., 2026).
Without explicit treatment of temporal direction and intervention effects, diagnostic models may
confuse symptom variables with causal variables, resulting in delayed maintenance decisions and
repeated inspections of unaffected equipment (Zhou, 2026; Pei et al., 2026). The evaluation settings
used in previous studies also limit their applicability to operational data centers. Many models have
been validated using public building HVAC datasets, laboratory-scale cooling platforms, or
simulated fault scenarios (Alenezi et al., 2026; Gui et al., 2025). These datasets are useful for
method development but do not fully represent the density of sensors, diversity of equipment,
workload fluctuations, redundancy mechanisms, and control interactions found in large data centers
(Chen, Liang, et al., 2025; Elsayed et al., 2026). Consequently, model performance under large-
scale deployment remains insufficiently examined. Detection accuracy alone cannot describe
whether a diagnostic method is suitable for actual operation. Diagnosis delay, root-cause ranking
accuracy, unnecessary inspection rates, computational latency, and scalability across server rooms
are equally important. A model that detects an anomaly accurately but identifies the causal variable
only after downstream effects have spread may provide limited value for preventive maintenance



(Liang et al., 2025; Gama et al., 2024). Likewise, a model that generates extensive lists of suspected
variables may increase inspection costs despite achieving high event-level detection performance.
Counterfactual analysis provides a potential mechanism for addressing these limitations because it
evaluates how system variables would behave under hypothetical interventions. Instead of merely
asking which variables are correlated with an abnormal event, counterfactual diagnosis examines
whether the anomaly would remain if the influence of a suspected variable were removed or
restored to its normal state. This mechanism is particularly valuable for separating initiating faults
from propagated responses (Makoond et al., 2024; Yang et al., 2025). Nevertheless, counterfactual
modeling has rarely been integrated with large-scale cooling-system monitoring. Existing studies
generally lack a unified framework that combines time-lagged dependency learning, counterfactual
prediction, variable-level attribution, and low-latency online diagnosis (Wu & Chen, 2025). The
construction of credible counterfactual states is also difficult because cooling variables are affected
simultaneously by physical dependencies, automatic control actions, environmental conditions, and
dynamically changing server workloads.

To address these challenges, this study develops a counterfactual dependency modeling
method for fine-grained anomaly detection and root-cause attribution in operational data center
cooling systems. The proposed model learns time-lagged directional dependencies among thermal,
hydraulic, electrical, humidity, control, and workload variables, allowing anomaly propagation
paths to be represented according to their temporal order rather than instantaneous correlation alone.
A counterfactual prediction layer estimates the expected behavior of the monitored system after the
influence of each suspected driver is removed. The difference between factual and counterfactual
predictions is then used to quantify the contribution of individual variables and rank primary causes
before downstream deviations dominate the observed event. The method is evaluated using 210
days of operational data collected from 14 server rooms, 620 racks, 74 cooling units, and 68
monitoring variables. The experiments examine not only anomaly detection and attribution
performance but also diagnosis delay, unnecessary inspection rates, cross-room scalability, and
online inference latency. By linking anomaly scores to intervention-based explanations, the
proposed approach is intended to provide operators with timely and interpretable evidence
regarding where an anomaly originates, how it propagates, and which component should be
inspected. The study therefore contributes a scalable diagnostic framework that can reduce
maintenance uncertainty, prevent the escalation of cooling faults, improve equipment-inspection
efficiency, and support reliable and energy-efficient operation of large data centers.

2. Materials and Methods

2.1. Samples and Study Area Description

The study was carried out in a large operational data center in Singapore. Data were collected
from 14 server rooms containing 620 racks and 74 cooling units. Each unit was equipped with
sensors measuring 68 variables, including rack temperature, chilled-water flow, supply-air
temperature, fan speed, valve position, power usage, humidity, and workload distribution. Sensor
readings were recorded every 30 seconds over 210 days, producing 411 million time-stamped
records. The dataset included 1,960 labeled abnormal episodes, such as chilled-water valve failures,
fan oscillations, rack hotspots, abnormal humidity rises, cooling-loop imbalances, and sensor
calibration drifts. The dataset captures realistic operating conditions and variations across thermal,
electrical, and workload parameters.



2.2. Experimental Design and Control Settings

The counterfactual dependency modeling method was evaluated as the experimental approach.
Two baseline methods—a temporal graph autoencoder and a standard reconstruction-based
anomaly detection—served as controls. All methods received the same input features and
monitoring streams. The controls were chosen because they represent commonly used approaches
in multivariate time series anomaly detection, including correlation-based and graph-based models.
This setup ensures that observed performance differences are due to the causal and counterfactual
modeling framework rather than differences in preprocessing or sampling. Experiments were
repeated across multiple racks and cooling units to account for system diversity.

2.3. Measurement Methods and Quality Control

All sensors were calibrated before data collection. Each variable was checked for consistency,
valid range, and correct timestamps. Missing or duplicate readings were removed. Abnormal events
were verified using maintenance logs and operator reports. Additional quality control included
random cross-checks, statistical outlier detection, and manual review of flagged events. Continuous
variables were standardized to zero mean and unit variance, while categorical variables such as fan
mode and device status were one-hot encoded. These steps ensured reliable input for anomaly
detection.

2.4. Data Processing and Model Formulation

Cleaned data were organized into multivariate time series for each rack and cooling unit. Each
time window was represented as x.=[T,F;,S;,V,P;,H,W,], where T, is temperature, F; is chilled-
water flow, S; is supply-air temperature, V, is valve position, P; is power usage, H; is humidity,
and W, is workload. The anomaly score was computed as:

n
Score(x,)= Z Wi XKl
i=1
where X,; is the predicted value of variable i assuming abnormal drivers are removed, and
w; is a weight factor. where C; represents the influence of variable i on cluster j. These formulas

enable fine grained identification of primary drivers before downstream effects dominate. System-
level contribution of each variable was calculated using:

OScore(x,)
OXy

2.5. Statistical Analysis and Evaluation Metrics

Performance was assessed using median diagnosis delay, false alert rate, primary driver
identification accuracy, and computational latency. False alerts were reported per cooling unit per
week. Diagnosis delay was measured as the time between the occurrence of a labeled abnormal
event and its detection. Primary driver accuracy was evaluated against maintenance logs.
Computational efficiency was measured as the inference time per monitoring window. All
experiments were repeated across different days and server rooms to ensure reproducibility and
statistical reliability.

Cj= max
i

3. Results and Discussion

3.1. Diagnosis Accuracy and Early Warning Performance
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The proposed counterfactual dependency modeling method achieved better diagnosis results
than the temporal graph autoencoder and reconstruction-based baseline. The median diagnosis
delay decreased from 24.8 min to 7.3 min, indicating earlier recognition of abnormal cooling states.
This improvement was mainly due to the counterfactual prediction layer, which estimated the
expected value of each variable after suspected abnormal drivers were removed (Chengula et al.,
2024; Yin et al., 2026). In contrast, graph autoencoder methods mainly learn sensor correlations
from historical data and may identify downstream temperature changes as direct faults. The
diagnosis workflow is shown in Fig. 1, where time-lagged dependency modeling and counterfactual
prediction are combined for cooling-system anomaly diagnosis.
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Calculate anomaly ;
’ > YES—®|  Anomaly

score

Reconstruction Loss 4f

Fig. 1. Workflow of the counterfactual dependency modeling method for detecting anomalies in
cooling systems.

3.2. Reduction of Unnecessary Inspection Tickets

The number of unnecessary cooling-unit inspection tickets decreased from 1,420 to 530 during
the evaluation period. This result indicates that the proposed method reduced false diagnostic
alarms while keeping good sensitivity to real abnormal events. In data center operation, fewer false
tickets can reduce maintenance workload and allow engineers to focus on high-risk faults.
Compared with reconstruction-based models, the proposed method gave clearer variable-level
attribution and reduced the risk of treating secondary temperature changes as primary faults. This
result shows that counterfactual diagnosis is more suitable than simple reconstruction error when
thermal, electrical, and workload variables are closely linked (Yang, 2026; Pelosi et al., 2025).

3.3. Causal Attribution and Model Structure

Causal path analysis identified 1,310 primary driver variables before downstream temperature
deviations became dominant. This result suggests that the method can locate upstream fault sources,
including chilled-water valve failure, fan-speed oscillation, cooling-loop imbalance, and sensor
drift, before their effects spread to racks and air-handling units (Mahmoodi, 2025; Zhang, 2026).
The model structure is shown in Fig. 2. Compared with black-box temporal models, the proposed
structure provides a clearer diagnosis path from observed deviation to suspected driver and then to
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system-level effect. This feature is useful for facility engineers because it supports targeted
maintenance instead of broad inspection across many cooling units.
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Fig. 2. Model structure for multivariate time-series anomaly diagnosis with causal attribution and
counterfactual prediction.

3.4. Comparison with Existing Studies

Overall, the proposed method showed better performance in diagnosis delay, false-ticket
reduction, and root-cause attribution than conventional temporal and graph-based anomaly
detection methods. Existing models usually focus on whether an abnormal window exists, but they
provide limited support for identifying the first abnormal driver. This limitation is important in
cooling systems because rack temperature, fan speed, chilled-water flow, humidity, and workload
changes can affect each other with time delay. By using counterfactual prediction, the proposed
method separated primary causes from propagated effects and improved the interpretability of
diagnosis results. These findings show that counterfactual dependency modeling is suitable for
online thermal-risk diagnosis in large data centers, especially when fast response and accurate
maintenance are required.

4. Conclusion

This study developed a counterfactual dependency modeling method for anomaly diagnosis
in data center cooling systems. The method learned time-lagged causal relations among thermal,
electrical, humidity, cooling-flow, and workload variables. It also used counterfactual prediction to
identify primary abnormal drivers before downstream effects became dominant. Experiments on a
large-scale data center dataset showed that the method reduced diagnosis delay, lowered
unnecessary inspection tickets, and improved root-cause attribution compared with temporal and
graph-based baseline models. The main contribution of this work is the combination of causal
dependency learning and counterfactual diagnosis, which provides clearer and more useful fault
explanations for cooling-system operation. The method can support real-time thermal-risk
monitoring, targeted maintenance, and energy-aware operation in large data centers. However, this
study still has limitations. The evaluation depended on labeled abnormal events from one
operational dataset, and the results may vary across different data center layouts, cooling designs,
and workload patterns. Future work should test the method in multiple data centers and add clear
visual diagnosis tools to help engineers make faster maintenance decisions.
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