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ARTICLE INFO ABSTRACT 

Keywords Smart grid operation systems produce continuous data streams from substations, 
smart meters, distributed energy resources, transformer sensors, voltage regulators, 
and control commands. These streams are affected by load variation, weather 
conditions, renewable generation, demand response, and grid reconfiguration. 
Conventional online clustering models may adapt too quickly to repeated abnormal 
patterns, especially when abnormal voltage fluctuations or malicious control 
behaviors occur over extended periods. This study develops a stream clustering 
method with delayed adaptation for detecting abnormal smart grid operation 
patterns. The model maintains dynamic clusters for normal operating states and 
applies an adaptation-delay mechanism to preserve sensitivity to repeated but risky 
deviations. A grid-state deviation score is calculated using voltage variation, current 
imbalance, frequency drift, control-command repetition, and feeder-level load 
changes. Experiments are conducted on a smart grid streaming dataset containing 
1,920 feeder lines, 48 substations, 136,000 smart meters, and 64 operation 
indicators collected at 10-second intervals over 90 days. The dataset contains 746 
million streaming records and 3,180 annotated abnormal segments, including 
transformer overload, abnormal voltage sag, feeder switching error, suspicious 
control-command repetition, and distributed generation instability. The proposed 
method reduces median detection delay from 18.9 minutes to 5.6 minutes compared 
with DenStream. False alerts decrease to 2.8 cases per feeder-month. The online 
clustering engine processes 64,000 records per second, with 1.14 GB memory 
consumption during full-grid monitoring. The delayed-adaptation module prevents 
2,260 abnormal operating segments from being merged into normal clusters during 
repeated load fluctuation periods. These findings indicate that anti-habituation 
clustering can strengthen online anomaly detection in dynamic smart grid data 
streams. 
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1. Introduction 
Smart grids continuously generate large volumes of operational data from substations, 

transmission and distribution feeders, distributed energy resources, protection devices, and smart 
meters. These heterogeneous data streams provide essential support for real-time state estimation, 
fault diagnosis, demand response, and operational decision-making (Su, n.d.; Alam et al., 2024). 
However, smart grid measurements are affected by time-varying electricity demand, renewable 
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energy intermittency, weather conditions, switching operations, network reconfiguration, and 
control-system interactions. Their statistical distributions and temporal dependencies therefore 
change continuously, producing complex nonlinear and nonstationary patterns that substantially 
increase the difficulty of anomaly detection (Ma, 2026; Usmani et al., 2024). 

Anomalies in smart grid systems may appear as voltage sags, frequency deviations, current 
fluctuations, feeder overloads, abnormal switching commands, communication disturbances, or 
coordinated changes across several variables. Because electrical and control variables are strongly 
coupled, an abnormal event occurring in one component may propagate rapidly to adjacent devices 
and generate correlated deviations throughout the grid. Recent research has shown that causal 
relationships among multivariate time-series variables can improve fine-grained anomaly 
localization by distinguishing potentially initiating variables from downstream responses (Chen et 
al., 2025). This finding highlights the importance of modeling inter-variable dependencies rather 
than evaluating each measurement independently (Gao et al., 2026; Munandar et al., 2026). 
Nevertheless, causal or representation-based anomaly detection methods are commonly designed 
for offline analysis and fixed datasets, whereas practical grid monitoring requires continuous 
processing under changing operating conditions. Conventional anomaly detection approaches, 
including rule-based thresholds, batch clustering, statistical models, and supervised classifiers, 
generally assume that training and testing data follow relatively stable distributions (Li & Liu, 2026; 
Xu et al., 2026). Such an assumption is difficult to maintain in smart grids because normal operating 
states evolve with seasonal demand, renewable generation, topology changes, equipment aging, 
and control-policy updates. Models trained on historical data may consequently treat newly 
emerging normal patterns as anomalies or fail to identify previously unseen abnormal behaviors 
(Acquaah & Kaushik, 2024; Xu et al., 2026). Supervised methods are further constrained by the 
limited availability of accurately labeled fault samples, particularly for rare, evolving, or weak 
anomalies. Retraining these models frequently is computationally expensive and may not be 
feasible for high-rate, full-grid monitoring. Online clustering and incremental learning provide a 
more flexible alternative by updating model parameters and cluster structures as new observations 
arrive (Yang, 2026; Jemili et al., 2025). These methods can track gradual changes in normal 
operating conditions without repeatedly retraining the entire model. Stream clustering is 
particularly suitable for smart grid monitoring because it processes observations sequentially, 
maintains compact summaries of historical data, and can support low-latency decisions (Zhang, 
2026; Xu & Zhou, 2025). However, continuous adaptation also creates a critical sensitivity problem. 
When similar anomalies occur repeatedly, abnormal observations may gradually influence existing 
clusters or form stable new clusters. The model may then absorb these recurring anomalies into the 
learned representation of normal behavior, causing anomaly scores to decline over time (Kumari et 
al., 2024; Pei et al., 2026). This phenomenon is especially problematic for recurrent voltage sags, 
repeated feeder overloads, intermittent sensor faults, and abnormal control commands, because 
operationally significant events may eventually be classified as normal patterns (Gui et al., 2025; 
De La Cruz et al., 2023). Recent unsupervised and self-supervised approaches have improved 
anomaly detection by learning temporal representations without relying heavily on labeled fault 
data (Yaswanthreddy et al., 2026; Liang et al., 2025). Deep autoencoders, contrastive learning 
models, graph-based architectures, and Transformer-based methods can capture nonlinear temporal 
dependencies and correlations among multiple grid variables. Despite these advances, many 
existing studies are evaluated using relatively small datasets, isolated substations, individual meters, 
or single-stream signals (Johnson, 2022). Their computational and memory requirements may 
increase substantially when they are extended to thousands of devices and high-frequency 
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measurements. Moreover, representation-learning models often require fixed training stages and 
periodic retraining, limiting their ability to respond immediately to concept drift and newly 
emerging operating states. Existing approaches therefore do not fully resolve the combined 
challenges of online adaptability, recurrent-anomaly preservation, multivariate integration, and 
large-scale stream processing. A practical smart grid anomaly detection system must adapt to 
legitimate changes in operating conditions while avoiding rapid adaptation to suspicious 
observations (Yang et al., 2025; Jiao et al., 2026). Immediate updating can reduce false alarms 
caused by concept drift, but overly aggressive adaptation may weaken sensitivity to repeated 
anomalies. Conversely, restricting adaptation can preserve anomaly sensitivity but may generate 
excessive alerts when normal grid behavior changes. This creates a fundamental trade-off between 
model plasticity and anomaly-memory retention. An effective solution should control when and 
how new observations are incorporated into normal clusters, allowing temporary or repeatedly 
abnormal patterns to remain distinguishable until sufficient evidence indicates that they represent 
legitimate operational changes. 

To address this problem, this study develops a delayed-adaptation stream clustering method 
for real-time multivariate anomaly detection in smart grids. The proposed method constructs and 
updates dynamic clusters representing normal operating states while introducing an adaptation-
delay mechanism that prevents newly observed deviations from being immediately merged into 
established normal clusters. During the delay period, suspicious observations are retained and 
continuously evaluated according to their persistence, recurrence, and relationship with existing 
operating states. This strategy preserves sensitivity to repeated abnormal events while allowing the 
model to adapt gradually to genuine changes in grid conditions. The method further integrates 
voltage, current, frequency, feeder load, renewable-output, and control-command information into 
a unified deviation score. By jointly considering measurement deviation, temporal consistency, 
cluster distance, and command-pattern abnormality, the model can identify anomalies that may be 
weak in a single variable but significant when multiple indicators are evaluated together. The 
clustering structure is updated incrementally to support high-rate data streams without storing or 
repeatedly processing the complete historical dataset. Experiments conducted on a large-scale real-
world smart grid dataset evaluate the method in terms of detection latency, false-alert rate, anomaly 
recall, computational efficiency, and robustness to recurrent events and concept drift. The purpose 
of this study is to establish a scalable online anomaly detection framework that can maintain long-
term sensitivity under continuously changing grid conditions. By separating immediate anomaly 
assessment from delayed model adaptation, the proposed method reduces the risk that recurring 
abnormal patterns will be prematurely learned as normal behavior. The study contributes to reliable 
smart grid operation by improving the timeliness and stability of anomaly alerts, reducing 
unnecessary inspections caused by false alarms, and supporting continuous monitoring across large 
numbers of heterogeneous devices. The proposed framework also provides a practical basis for 
integrating adaptive anomaly detection with fault localization, protection analysis, and real-time 
grid control, thereby enhancing the resilience, observability, and operational security of future 
smart grid systems. 

2. Materials and Methods 

2.1. Samples and Study Area Description 
The study used a large-scale smart grid dataset from a regional distribution network. The 

monitored system included 1,920 feeders, 48 substations, 136,000 smart meters, distributed 
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generation units, transformer sensors, voltage regulators, and remote control devices. Data were 
collected at 10-second intervals over 90 consecutive days, yielding 746 million streaming records. 
Each record contained 64 operational indicators, such as phase voltage, current, active and reactive 
power, frequency, transformer load, feeder-level load changes, switching status, and control-
command frequency. The study area included urban and suburban zones with varying load profiles, 
renewable penetration, and feeder structures. Abnormal events were annotated based on operation 
logs and expert inspection, covering transformer overload, voltage sag, feeder switching error, 
repeated control commands, and distributed generation instability. 

 
2.2. Experimental Design and Control Experiments 

The experiment aimed to test whether delayed adaptation improves anomaly detection in 
continuous smart grid streams. The proposed method formed the experimental group, while 
DenStream, CluStream, online k-means, and standard adaptive clustering were used as control 
methods. All models received the same indicators, stream order, sampling intervals, and abnormal 
labels. The test stream included both isolated and recurrent abnormal events during peak loads and 
renewable fluctuations. Performance metrics included detection delay, false alerts, abnormal 
segment retention, memory usage, and processing speed. This setup allowed direct comparison of 
whether delayed adaptation reduces the risk of anomalies being absorbed into normal clusters. 

2.3. Measurement Methods and Quality Control 
Measurements were obtained from SCADA records, smart meters, transformer sensors, and 

feeder control logs. Voltage, current, power, and frequency were synchronized to a 10-second 
resolution. Missing data gaps of up to three consecutive points were interpolated; longer gaps were 
excluded. Sensor outliers were screened using engineering limits and neighboring feeder 
comparisons. Control-command records were verified against dispatch logs to filter duplicates. 
Quality control included random review of 5% of abnormal segments by two independent engineers, 
resolving conflicts via operation logs. All indicators were normalized by feeder-specific baselines 
to reduce the effect of capacity differences. 

 
2.4. Data Processing and Model Formulation 

Data streams were processed using sliding windows. For each feeder, operational indicators 
were aggregated into a grid-state vector. Each vector was compared with the nearest normal cluster 
center to calculate a deviation score:xt=[Tt,Ft,St,Vt,Pt,Ht,Wt]TtFtStVtPtHtWt 

Dt=!"wj

m

j=1

(xt,j-ck,j)
2 

where  is the number of indicators,  the weight of indicator ,  the observed value, and  the 
corresponding cluster center value. To prevent premature cluster updates, an adaptation-delay factor 

was added:x!t,iiwiCjij 

ck
t+1=ck

t+η⋅I(Dt<θ,rt<τ)(xt-ck
t ) 

2.5. Model Evaluation and Statistical Analysis 
Model performance was assessed using detection delay, false alert rate, precision, recall, F1-

score, memory usage, and processing throughput. Detection delay was measured from the 
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annotated start of an abnormal segment to the first model alert. False alert rate was calculated as 
incorrect alerts per feeder-month. Precision and recall were measured at the abnormal segment level. 
Models were tested on chronological streams without reshuffling. Statistical comparisons between 
the proposed and baseline methods used paired tests across feeders, with significance set at . 
Experiments were repeated with different window lengths and thresholds to test stability under 
varying load conditions and stream rates. 

3. Results and Discussion 

3.1. Detection Performance and Delay 
The proposed delayed-adaptation method significantly reduced detection latency compared to 

baseline streaming clustering models. The median detection delay dropped from 18.9 minutes in 
control methods to 5.6 minutes. Transformer overloads and voltage sags were identified earlier, 
decreasing operational risk. Fig. 1 shows the comparison of detection delays between the proposed 
and existing unsupervised streaming detectors. Previous studies using grid-clustering for streaming 
data improved anomaly localization but suffered from high latency and rapid assimilation of 
abnormal patterns into normal clusters. The reduction in delay demonstrates that delayed adaptation 
maintains sensitivity during repeated abnormal events (Ahmed, 2024; Yin et al., 2026). 

 

Fig. 1. Detection delay and false alert rate for different streaming clustering methods, 
showing that delayed-adaptation reduces latency and improves anomaly identification. 

 
3.2. False Alerts and Abnormal Segment Retention 

The method lowered false alerts to 2.8 cases per feeder per month, outperforming all baselines. 
Standard adaptive clustering generated higher false alarms under recurrent load changes due to 
rapid cluster updates. In contrast, delayed adaptation conservatively updates clusters, reducing 
incorrect alerts while keeping real abnormal segments intact. A total of 2,260 abnormal events were 
preserved from premature merging. Compared to filtering or Gaussian-based methods, which 
reduce noise but still struggle under dynamic streams, the delayed-update strategy effectively 
balances false-positive control and sensitivity (Singh et al., 2024; Zhang et al., 2026). This outcome 
addresses a key limitation reported in prior streaming anomaly detection studies. 

 
3.3. Processing Speed and Memory Usage 

The online clustering engine handled 64,000 records per second using 1.14 GB of memory. 
These results indicate that the method supports real-time operation without heavy computational 
cost. By comparison, deep learning or graph-based models often require greater resources, limiting 
practical deployment in real-time grid monitoring. The proposed clustering approach demonstrates 
that careful design can achieve both high performance and efficiency (Chaudhry et al., 2023; Qi & 
Qiao, 2026). 
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Fig. 2. Processing speed and retention of abnormal segments for the proposed method 
compared with graph-based detection, demonstrating efficient real-time performance and 

preserved detection accuracy. 

 
3.4. Implications for Adaptive Detection 

The results indicate that delayed adaptation solves common problems in standard online 
clustering under changing conditions. During prolonged load fluctuations or renewable output 
variations, conventional methods often merge abnormal events into normal clusters, delaying alerts. 
Delayed adaptation introduces a time buffer before cluster updates, preserving the distinction 
between transient anomalies and evolving normal behavior. This feature is critical for grid stability. 
Prior work using federated or hybrid detection frameworks improves privacy and accuracy but does 
not fully address the trade-off between update speed and anomaly sensitivity without explicit delay 
control. Overall, these results show that delayed adaptation is a practical and scalable approach for 
real-time anomaly detection in large smart grids. 

4. Conclusion 
This study developed a stream clustering method with delayed adaptation for detecting 

abnormal operation patterns in smart grid data streams. The results show that the proposed method 
reduced the median detection delay from 18.9 min to 5.6 min compared with DenStream. It also 
lowered false alerts to 2.8 cases per feeder-month and prevented 2,260 abnormal segments from 
being absorbed too early into normal clusters. These results indicate that delayed adaptation can 
improve the sensitivity of online clustering under changing grid conditions. The main contribution 
of this study is the use of an adaptation-delay mechanism in the cluster update process, which helps 
distinguish repeated abnormal behavior from gradual normal changes. This method can support 
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real-time monitoring in large distribution networks, especially in systems affected by renewable 
generation, load fluctuation, and frequent remote-control actions. It may be applied to feeder 
monitoring, transformer protection, voltage stability assessment, and grid security management. 
However, the study also has some limitations. The experiments were conducted using one regional 
grid dataset, and the model was mainly tested under fixed sampling intervals. Future work should 
examine the method in different power systems, seasonal conditions, and cyber-physical attack 
scenarios. Further improvement is also needed for adaptive threshold selection in wider grid 
deployment. 
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